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Cloud ERP Strategy
There seems to be a piece of the puzzle missing from the conventional wisdom amassing about the relative states of 
ERP, cloud computing, and the future of technology. One camp gleefully trumpets the opinion that ERP is no longer 
relevant to anything, and we should all be heading off into different cloud applications. Another contingent says 
ERP cloud computing is on the rise and will soon dominate that space. Still another group contends that purchasing 
software is so 20th century; we are now a subscription culture, signing up for products and services tailored to suit us 
individually. We lease our cars, we stream our media, we use phone apps to build our own radio stations.

These trends are being announced by technologists, whose relative prosperity rises and falls with their ability to 
convince organizations to buy their products. But at the end of all of the posturing and enthusiasm for the latest and 
greatest, where is the voice of the transaction-based businesses who paid for ERP originally?

Strengths and Weaknesses
ERP cloud computing has a list of oft-repeated strengths and weaknesses. It is not coincidental that most of the 
strengths align with small and mid-size companies; these are companies that can’t easily afford to own and maintain 
their own ERP systems. ERP cloud computing also favors technology and service companies over heavy and process 
manufacturing. However, there is a question that receives too-little press in the ERP cloud discussion: What ERP 
technology infrastructure results in the best business practices?

This is not a question that can be beaten off with a marketing sound bite. Anyone who unilaterally contends that 
ERP cloud computing is always cheaper does not understand the concept of amortization; anyone who argues 
mechanically that an on-site hosted ERP system is ultimately more economical does not understand cash flow. Every 
aspect of cloud computing has upsides and downsides that need weighed and evaluated.

No one really has the experience or track record to understand how software as a service will impact software 
development. Without the clear scorecard of system sales, will it not become easy to let development slide a little? 
Where does the direction, resource allocation, and payback for development come from when an ERP system is just a 
rented commodity?

What about the contention that the age of ERP is over? Well, that’s a dramatic statement, but it’s incomplete without 
the other half. If ERP does go away, something still has to keep track of orders, production, inventory, financial 
transactions – the things that a business has to do. Where is that functionality, and what is its advantage over ERP?

ERP cloud computing should be an option for a business, but it should be chosen because it offers clear strategic 
business advantage. Technologists need to spend less time talking to each other about the future of technology, and 
more to the CEOs and CFOs of manufacturing and distribution companies about the future of business.
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Beware the Hype
It is not unusual for the word “hype” to appear in an article about cloud computing; they seem to go together like 
bread and butter. In this context, we refer to this definition of “hype”: “ (Slang) Exaggerated or extravagant claims 
made especially in advertising or promotional material”. Cloud computing is an interesting technology and has huge 
implications for future ERP solutions, but even with that, there is still an irresistible urge to tell a better story than that, 
to suggest more without lying outright.

Take the following example out of an article praising ERP cloud computing – and this one does a far better job than 
most at keeping it real and reasonable:

“What are the cost savings associated with moving ERP to the cloud?… Operational costs, including IT support, power 
to run servers and server operating systems are reduced or eliminated.”

“Reduced” is an accurate word, defensible, and still positive; “eliminated” is a suggestion with two problems:

1. When a CFO reads this article, he or she will discard “reduced” and begin formulating a mental model based on 
the math implied by “eliminated”. The value of cloud ERP suddenly becomes equal to the annual IT budget. With 
“eliminated”, he or she can start making decisions, with “reduced”, there is not enough information to know how 
appealing the prospect might be without further study.

2. Eliminating IT support, power, and server operating systems is a broad accomplishment. It’s pretty easy to imagine 
eliminating ERP application developers, ERP application support, and basis people. How about security roles and 
security access? Can that be farmed out, or does someone familiar with the org structure and the people in it need to 
retain that role? How about PC support and maintenance at both the corporate and local level? Does that become a 
business expense? Who administers email, keeps up with email updates, patches, and repair. Is email totally a cloud 
function? Are e-commerce and web applications cloud functions? How about EDI – does the care and feeding of 
EDI go to the cloud? Is anyone in the cloud charged with keeping up with new IT and ERP directions, and making 
certain the organization doesn’t miss or fall behind an important opportunity? Who integrates new acquisitions into 
the current ERP structure? Or do new acquisitions stop being integrated? Who interfaces with the business units to 
understand what the priority of ERP development objects should be? Or is every business unit allowed to contract 
with the cloud provider to customize as they see fit? Who oversees master data, and data governance? And if you 
accumulate enough of these peripheral functions, does someone end up being an IT supervisor?

So the statement suggests a mathematical possibility which is unlikely to be mathematically true, and that makes it 
hype. Unfortunately, the damage has already been done, the CFO has already issued marching orders, and once again, 
a great technology is overpromised and underperforms.

When it comes to cloud ERP, we need to learn from the past.
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Economics of the Cloud
ERP and cloud computing have turned out to be hesitant partners. The predicted revolution is still being touted, but 
most knowledgeable observers understand that the pace of change much more resembles an evolution. It is likely 
that the evolution will continue, because the advantages to ERP economics continue to accumulate while it becomes 
increasingly difficult to obtain a good ERP ROI on an internal IT investment (either by increasing productivity or 
achieving strategic business advantage).

There are several interesting economic advantages the cloud has over a traditional hosted-on-site ERP installation. 
Because a cloud data center is not tied to any geographic location – like a company headquarters or a manufacturing 
facility – they can locate wherever power, facilities, and competent labor are cheapest. Cloud data centers can address 
the traditional problems of having to size capacity to handle demand variability by arranging mixes that tend to 
dampen variability. Having an equal number of European, North American, and Asian customers, for example, ensures 
that an equal number of transactions are occurring at all hours of the day. Seasonal variability can be dampened by 
industry combinations; an example is traditionally busy fourth quarter retailers dovetailing with busy first quarter tax 
preparation firms and busy summer quarter travel industry firms. In addition, large cloud data centers can negotiate 
lower initial capital investment costs simply by virtue of leveraging their size. These – and other advantages – lead 
to improved ERP economics in a cloud center operating a state-of the art facility at a significant cost advantage over 
on-site hosting. In their article “Key Questions Every IT and Business Executive Should Ask about Cloud Computing 
and ERP”, authors James B. Mattison and Saideep Raj estimate total cost of ownership advantages of 30% to 50% over 
traditional models.

Why is Change Occurring So Slowly?
There are several factors. One is that the ERP economics are far less favorable for larger firms with significant sunk 
costs in hardware, licenses, and implementation. As those costs are amortized over time, and as the next money-
spending decision arises – for an upgrade, for a product change, for a new module – that is when the economics of the 
cloud may become compelling. There are other reasons. For some firms, internal customization expertise still provides 
competitive or productivity advantages. Another concern is the maturity and proven reliability of – fairly new – SaaS 
ERP solutions. Conservative organizations will wait until there is a longer and more extensive track record of success. 
This is not unusual; larger firms - especially large heavy manufacturers or process manufacturers - tend to avoid risk 
by not being early adopters of new technologies. A final hesitancy is the name itself – ERP cloud computing – implying 
that this all happens by some magic in the sky, an uncomfortable business concept for stolid C-level executives.

It isn’t likely that ERP applications in the cloud will ever be 100%, but it is likely that compelling economics will 
continue to drive ERP cloud growth.

What about the contention that the age of ERP is over? Well, that’s a dramatic statement, but it’s incomplete without 
the other half. If ERP does go away, something still has to keep track of orders, production, inventory, financial 
transactions – the things that a business has to do. Where is that functionality, and what is its advantage over ERP?

ERP cloud computing should be an option for a business, but it should be chosen because it offers clear strategic 
business advantage. Technologists need to spend less time talking to each other about the future of technology, and 
more to the CEOs and CFOs of manufacturing and distribution companies about the future of business.
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A Hybrid Approach
It is conventional wisdom that a diversified stock portfolio is a very effective hedge against investment risk. For 
the same reason, companies that are not comfortable with the risk and/or loss of control associated with moving 
wholesale into ERP cloud computing, but still want to explore this evolving infrastructure, might find a hybrid ERP 
approach to be the perfect answer. By “hybrid ERP approach”, we mean mostly on site, but with some carefully 
selected hosted applications.

So what might qualify as some “carefully selected applications”?

1. A bolt-on to your on-site ERP application. Perhaps the practicality of this application only became apparent after 
your successful ERP implementation, and while you wouldn’t be comfortable going back and requesting additional 
capital spending to purchase the bolt-on, the financial payback on monthly subscription costs makes it attractive.

2. Not all data is created equal. While there may be very legitimate discomfort about putting confidential financial or 
human resource data out on the cloud, there are also other datasets which, even if breeched, would not likely be of 
long term value to anyone. Think “inventory” or “quality control” data.

3. An application that is on the perimeter of your operations, and perhaps has never been automated. These are 
processes that will never be core competencies, but could still improve operations. Examples might be supply chain 
collaboration with vendors, or project lead management, or freight invoice auditing. Typically, these are problems that 
do not merit a big solution.

Hopefully, the commonality of the above stands out: applications which are almost stand alone, except for basic input/
output interfaces, with minimal security risk and conservative financial outlay.

Real World Experience
The benefit of this hybrid ERP system is unlikely to be a high-payback financial return, rather it is a low risk, but 
thorough education in cloud computing. You can read all the case studies you want, but until you actually immerse 
yourself in the real world ramifications of the terms you negotiated, experience the elements of cloud computing 
that improve an ERP implementation, and those that are disappointments, you will never truly know what all of the 
hubbub is about. It is very possible that identical service experiences could be perceived with totally opposite levels of 
satisfaction, depending on the historical expectations an organization has about its existing IT function.

The most important point though, is that the real world is a very messy place. Just as it is impossible to foresee and 
avoid every ERP problem prior to go-live, there is no way you can understand the advantages and disadvantages of 
cloud computing without doing it. A hybrid ERP approach lets you avoid having to bet the farm in order to try.
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Cloud ERP for Manufacturers
Although you have to plow through a lot of reading material, and learn to critically interpret the hyperbole 
surrounding ERP cloud computing, you eventually reach the conclusion that traditional manufacturing is not 
stampeding to move their ERP application to cloud computing. This doesn’t mean that ERP vendors are not improving 
and expanding their manufacturing offerings in the cloud; Oracle, SAP, NetSuite, Plex, Epicor, and Infor are among the 
ERP cloud vendors courting manufacturers. But the numbers tell a story of caution and deliberation. Gartner estimates 
that only 7% of manufacturing ERP systems was being run from the cloud in 2011, and they are estimating it to more 
than double to 16% by 2015. The math around that growth rate – anywhere from 14% to 25% annually – is what is 
cited as irrefutable evidence that cloud computing is winning. Without citing the baseline, this is a misleading statistic; 
the fact remains that by the end of 2015 – a pretty long way off in technology terms – 84% of manufacturing still will 
not be on the cloud.

These numbers are not because cloud computing does not have cost or technical advantages, it is because 
manufacturing ERP systems are inherently more complex than many service applications. In particular, production 
reporting, engineering change management, product costing, inventory movements, and supply chain planning, all 
have industry-specific nuances, and organizational requirements, that an out-of-the-box SaaS offering is rarely able to 
satisfy.

Hybrid Testing
A predictable and recurring response to this problem is to suggest the hybrid ERP approach we discussed earlier. 
According to this philosophy, you should let on-site ERP handle the manufacturing things that the cloud doesn’t do 
well, and let the cloud ERP handle modules or processes – like HR, or Finance – that are more vanilla, and have proven 
advantage. Also, you should consider letting new acquisitions, overseas holdings, or unintegrated business units create 
their own cloud ERP instance.

At this point, one has to really think through this advice for holistic practicality. Doesn’t the process of intentionally 
fragmenting your ERP system pretty much eliminate the “E” part of the abbreviation? Are the piecemeal benefits 
achieved cloud computing worth a piecemeal ERP system?

A small minority out there are willing to wonder in writing if cloud computing will ever be the right answer for complex 
manufacturing operations. Heavy industry has very different IT needs than Google or Amazon. It is no more logical to 
say that if cloud computing works well for Amazon, then it ought to work well for heavy industry than it is to say that if 
Amazon learned to operate a virtual retail store, then heavy industry ought to learn to run a virtual factory.

ERP implementations in manufacturing operations are expensive and risk prone because they are complicated and 
exhaustive. It will be wise of the cloud ERP sector not to push manufacturers into a cloud solution until they are certain 
they can deliver long term value on a complicated and exhaustive application.
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Questions of Security
This guide wouldn’t be complete without mentioning the S-word. Detractors of ERP cloud computing have always 
pointed at ERP security as being questionable in that arrangement. The objective truth is that cloud ERP services are 
probably better at security than most on-site ERP installations for a number of reasons: (1) In general, they have more 
up-to-date hardware and software; (2) their facilities are manned 24/7, and are designed to control limited physical 
access (3) they spend more money on security, as a percent of revenue, than most on-site IT departments and (4) they 
hire security professionals, who work full time on security.

But if an ERP user is truly trying to understand the question of “is cloud ERP security sufficient for me?”, then he or 
she is likely dealing with too big of a question to start with. Breaking down security into its smaller components, and 
testing a proposed cloud vendor’s strengths against those smaller components is the best approach to take in your 
cloud ERP strategy.

The Many Faces of Security
1.Data security. Is your data highly sensitive, or realistically, do you simply just treat it that way because it’s a good 
practice? If your data contains the credit card numbers of 300,000 customers, or even a list of the food deliveries to a 
major army base, then your cloud ERP vendor better show pretty high competence at data security.

2.Transmission security – If someone intercepted emails, or business transactions, would they obtain data that might 
embarrass company officials, or are they likely to obtain a histogram of women’s shoe size demand in Topeka, Kansas? 
If the former, you want to understand their encryption capabilities and its effect on processing speeds.

3.Application security – What would happen to your business in the event of an application disruption? Is your 
business effectively shut down in that event? Where is your cloud ERP provider located, and what are the threats – 
hurricane, earthquake, tornado, blizzard – to that location? Is your cloud prospect stronger or weaker than you would 
be in-house at making sure you could continue to run in the event of a natural disaster?

4.Physical security – How accessible is/would your in-house IT area be, and what controls would be placed on it for 
ERP security purposes? Most cloud providers are actually better with physical security, because they don’t have a large 
complement of salespeople, accountants, and executives hanging around the facility, and fiercely control physical 
access to various parts of the office space.

5.Access security – You probably know more about access security – who can get through the firewall, and what they 
can do when they get there – than a cloud ERP vendor will ever know. How you construct your ERP security roles is 
almost always handled more effectively internally.

The point is, don’t paint the term “security” with only one brush. Some of these issues will be more important to you 
than other issues, and some cloud vendors will be stronger with one type of ERP security than another. Ask questions, 
require written documentation, and choose wisely when deciding if cloud ERP is for you.
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